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(hltokentest is the bucket used for testing)
Bucket specific IAM user 

Below is the policy used: (for iam-main)

{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Sid": "VisualEditor0",
            "Effect": "Allow",
            "Action": "sts:*",
            "Resource": "*"
        },
        {
            "Sid": "VisualEditor1",
            "Effect": "Allow",
            "Action": "s3:*",
            "Resource": [
                "arn:aws:s3:::hltokentest/*",
                "arn:aws:s3:::hltokentest"
            ]
        }
    ]
}

Test case -> 

A) Created a token for bucket “hltokentest2” using credentials for above IAM user and tried doing a PutObjectRequest.
This gives a Amazon.S3.AmazonS3Exception: 'Access Denied'.(403 – Forbidden)

(AWS allows the federated user's request only when both the attached policy and the IAM user policy explicitly allow the federated user to perform the requested action.)
                     Hence, this request works only if the IAM policy includes “hltokentest2”.
B) Created a token for bucket “hltokentest” and tried accessing “hltokentest2”
This gives a Amazon.S3.AmazonS3Exception: 'Access Denied'.(403 – Forbidden
